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Abstract— Worldwide Interbank Financial Telecommunication

The aim of this project is to develop a framework (SWIFT) were examined as they are the dominant
to allow experiments with data hiding in financial -~ A stralian and International financial networks.
transactions, and for detecting the use of information . . .
hiding in financial transactions. Seven financial qetworks were analyzed; three

An analysis is made of electronic funds transfer APCA networks which focus on high volume, low
systems in use within Australia, particularly those value transactions were examined in detail (these
used for direct credit transactions. A model of fi- transactions are most useful for data hiding). These
nancial transaction networks based on Australian naivorks operate by transferring files across “In-

systems is developed and a simulator framework frastruct Syst " th f th
which implements the model described is developed 'TaSrUCtUre Systems: - three of these were ana-

for conducting further research. Several example data lyzed.
hiding techniques and scenarios are presented. Many details of these systems are classified and

are only available to members of APCA (i.e. the
financial institutions connected to the systems).
Access to the classified sections was unavailable,

Much research has been recently been conductggyever some classified details are possible to de-

on covert financial networks operating over covelsymine from references in the unclassified sections.
channels, but there is little if any research on using

standard financial networks as a medium for covert
channels. The aim of this project is to develop a . ]
framework to allow experiments with data hiding Based on the analysis of APCA and other finan-
in financial transactions, and detecting the presengi@l networks, a 4 layer model for financial network
of this hidden data. simulation has been developed.

Covert channels in financial networks can be used The Infrastructure Layer specifies the general
and money laundering detection. inter-operated by the other layers. T@perations

It is necessary for this project to model individual-ayer specifies operations which can be performed
transactions to add the covert channel or waterma@® records and files. Therotocol Layer specifies
to them. This “bottom-up” approach is different to@ humber of financial network protocols. Protocols
many existing financial network models which us@re defined in terms of their operations. TiRede

an aggregate, graph based model to analyze the flb@yer determines the parties involved in the simu-
of funds. lation by defining a set of nodes (banks, customers,

etc) and the other nodes they interact with (using
Il. REVIEW OF FINANCIAL NETWORKS one or more protocols).

Most of the early work on this project involved
an in depth analysis of existing financial networks
to find channels which can be used for data hid- The simulator is designed around the exchange
ing. The systems operated by Australian Payment$ files containing transaction records (similar to
Clearing Association (APCA) and the Society fothe APCA protocols).

I. INTRODUCTION

IlIl. M ODEL

IV. SIMULATOR



Initially, a prototype version was developed in
Python which used a hard-coded algorithm and co
tained only three programs: a transaction generat
an insertion operation and an extraction operatio

Once the concept and program was shown to
feasible the existing modular simulator was the
developed, which supports six operations and plu

in modules for the data hiding algorithm. ThregMLN who come to his shop as customers

simple algorithm modules were developed for thi
project as a proof of concept. It is anticipate
that developing more cryptographically advance

modules will be a significant component of futurgorder from these suppliers, he transfers the m

Example 1.
nCovert Channels for Money Laundering

or, . .

]Bob is part of a money laundering network (ML
Jge runs a small retail shop. Bob'’s suppliers are
rfgents in the money laundering network.

gBob receives money from other members of

pay him inflated prices for the merchandise.
jtransfers the dirty money on via inflated prices
dhis purchases to the suppliers. When Bob mak

research.

V. CHALLENGES

There were three significant difficulties encoun
tered working on this project:

The APCA documentation was in total over 120
pages, written using unfamiliar legal and financig
terminology and many sections were classified. Thi
made analysis of the protocols a difficult and tim
consuming task.

Literature searches for covert channels in finance
were complicated as this is a new area of research.
Financial networks and money laundering detection
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using the “direct credit” or “wire transfer” servi
available from his bank.

The suppliers need to know who to pass the m

transfer to encode the the next recipient in the M
mounts ending in 01 cents are transferred to Al
m
L%mounts ending in 03 are transferred to David,

to, so Bob uses the cents value of the

ounts ending in 02 are transferred to ClI

on.

VII.

FUTURE WORK

research is constantly evolving as well - some of the There are many areas which the simulator can be
references used were released in January 2012. improved and features added:

Real transaction data - even anonymized transac-,
tion data - could not be obtained, as it is considered
proprietary information by financial organizations.
Substantial work was involved in searching for this
data, and in its absence, attempting to generate the
most accurate random transactions possible.

VI. APPLICATIONS

The main applications of covert channels are in
money laundering detection and in money launder- *
ing itself. In the former case, watermarking tech- *
nigues can be used to trace suspect transactions,and
to determine the degree of separation between sus-
pects. *

Covert channels may be used by money launder-
ers to communicate with each other (see example
1). In this case, further research would focus on °
steganographic analysis to detect the presence of
hidden data and possible countermeasures to disrupt
the channel.

Algorithms and software for steganographic
analysis of transactions.

Simulation of special purpose financial net-
works (e.g. used for EFTPOS or cheque clear-
ing).

Support for unusual events such as transaction
cancellation, bouncing/dishonour and failure to
settle.

Further data hiding algorithms and modules.
More flexibility in the transaction generator
and insert operation to allow tweaking the
function of these programs.

More realistic simulation of transaction time
and date (this would require more data on real
transactions).

Advanced tools (possibly graph or flowchart
based GUI tools) for constructing protocols
and node networks.
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